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Brief Bio

1.MBA, MSST

2.Founder and Prin. Consultant at: 

a) www.abstractforward.com

3.Optum Enterprise Decommission 3 years – BA/Sr. Consultant.

4.Cyber / tech blogger 5 years: 

a) https://jeremy-swenson.com/

5.Ramsey County CISO Office – BYOD advisement.

6.Wells Fargo – data governance and business analysis.

7.U.S. Bank – internet banking and data distribution.

8.ING. – audit.
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What is DevSecOps
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1. DevSecOps is a cultural movement that furthers the 
movements of Agile and DevOps by including Security 
features and practices.

2. The DevSecOps manifesto involves principles such as 
building a platform of least-privilege access.

3. Thinking about application and infrastructure security 
from the start. 

4. Automating some security gates to keep the DevOps 
workflow from slowing down. 



DevSecOps
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1. Waterfall only approach – not 
best suited for strong 
security.



Agile – more aligned with DevSecOps
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DevSecOps
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• Comes in part from DevOps



DevSecOps
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1. Move Left - Culture

A. What is the company security culture?



DevSecOps
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• Move Left - Culture



DevSecOps
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DevSecOps
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Manifesto

1. Leaning in over Always Saying “No”

2. Data & Security Science over Fear, Uncertainty and 
Doubt

3. Open Contribution & Collaboration over Security-Only 
Requirements

4. Consumable Security Services with APIs over Mandated 
Security Controls & Paperwork

5. Business Driven Security Scores over Rubber Stamp 
Security



DevSecOps

(c) Abstract Forward Consulting, LLC.  
www.abstractforward.com

Manifesto

6. Red & Blue Team Exploit Testing over Relying on Scans 
& Theoretical Vulnerabilities

7. 24x7 Proactive Security Monitoring over Reacting after 
being Informed of an Incident

8. Shared Threat Intelligence over Keeping Info to 
Ourselves

A. Think FBI and CIA pre 9/11

9. Compliance Operations over Clipboards & Checklists

A. CPA firms often fall short



DevSecOps
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• Does it cost more? Yes but…..



Think Like The Attacker
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Think Like The Attacker
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APT = advanced persistent threat.



Analysis
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Think Like An Attacker
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Think Like An Attacker
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DevSecOps Security in the SDLC
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1. What is a misuse case?

2. Where does a misuse case fit in the SDLC?



DevSecOps Security in the SDLC
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DevSecOps Security Quality Gates
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Use Case 1 – Mobile Device Messaging.
1. Whats App – most secure.

A. Full end-to-end encryption.
B. Setting notifies you if a WhatsApp friend changes their device.

2. Facebook Messenger.
A. Full end-to-end encryption.
B. Bugs related to video sharing / links / prize scams.

3. Gmail
A. Can enable multifactor.
B. Uses geolocation.

4. SMS Text – least secure.
A. No encryption.
B. Risk that SMS messages or voice calls may be intercepted or redirected
C. Easy to spoof phone number.
D. No multifactor.
E. Does not use geolocation.
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Use Case 1 – Mobile Device Messaging.
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Use Case 2 – CISCO Switches.

1. In Oct 2016 Cisco Systems released several 
critical software patches for its Nexus 7000-
series switches and its NX-OS software. 

2. Cisco’s Security Advisory declared that both 
the Nexus 7000 and 7700 series switches 
were vulnerable to this glitch. 

3. The vulnerabilities declared allowed remote 
access to systems that could enable a 
hacker to execute code on targeted devices.

A. TCP port 3389 and UDP port 3389
(c) Abstract Forward Consulting, LLC.  
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Use Case 2 – CISCO Switches.
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4. Cisco further declared that this bug (CVE-
2016-1453) is a result of “incomplete input 
validation performed on the size of overlay 
transport virtualization packet header 
parameters”.

A. Buffer Overflow.



Use Case 2 – CISCO Switches.
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Frameworks
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Frameworks
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OWASP Security Knowledge Framework
1. Security Requirements OWASP ASVS for development and 

for third party vendor applications
2. Security knowledge reference (Code examples/ Knowledge 

Base items)

3. Security is part of design with the pre-development 
functionality in SKF

4. Use SKF to gather the right security requirements for your 
projects

5. SKF then gives extensive knowledgebase items that correlates 
to the security requirements

6. Developers can close "tickets" and leave an audit trail to 
determine possible technical depts or improvements

7. Security specialist can follow the "tickets" and audit trail and 
verify or Fail closed items and provide feedback.



Summary - Security’s New Ways 
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1. Fast and Agile 

2. Security is a part of quality

3. Don’t slow or block delivery 

4. Enable and Be Empathetic

5. Automated Security testing in every phase 

6. Join the continuous testing efforts

A. What else interacts with it? 

7. Do Penetration Testing alongside Pipeline delivery



Summary - Build
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1. Outside-In Security Testing

2. Infra as Code (Testing)

3. Dynamic Application Security Testing (DAST) 

4. Compliance on every build!

5. Cloud provider config as code

6. Using containers



Summary - Factor in Mobile and IOT
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1. Android and IOS are different than Windows

A. Ensure the latest security software and run anti-
virus/malware scans are not blocked by your app. 

2. Release all software updates as soon as they are available, 
including all web browsers.

A. Post to and read the CVA databases.

3. Show respect for privacy for IOT home connected devices.

A. Factor in the IOT devices terms of service.



Summary - Operations
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1. Chaos Engineering and creating stability through instability

2. Circuit Break Pattern in use

3. Instrumentation and Visualization

4. Application security and service abuse and misuse cases

A. Upstream and downstream

5. Bug Bounties

A. Admit your errors modestly

6. Red Teaming as a Service



Questions

• Jeremy Swenson, MBA, MSST

• Founder and Principal Consultant at: 
www.abstractforward.com

• Cell: 651-492-4058

• E-mail: Jeremy.Swenson@abstractforward.com

• @abstractforward
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