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Y Technology Evolves

Y Architecture and Security
Go Hand-in-Hand

{Threats Grow

< Security is a BIG Deal
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ldentity loT Access
Management Connectivity Management

What’s Similar?

SaaS Cloud
Applications  Applications
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* Risks with vendor

* Reduced visibility
* Easier to access
* Availability

* Data separation

* Lack of control
* Insufficient Due Diligence
* Security is not a priority

* Many points of entry

* Account hijacking
* Unauthorized access
* Data loss protection

* Increased complexity
* Trust/federation risks
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“Blinky Things”
to Control Risk




Processes;tojControljRisk

Governance: . Vendor
Architectural .
Data and Security
. Standards .
Identity Reviews

Compliance Data Provisioning/
Audits Inventories Deprovisioning




Theories

(or clever sales tactics)



ADENTITY.

The New Perimeter Against Attack







1.4B

Data Records
Compromised

91%

of phishing attacks
target credentials

Source: 2017 Verizon Data Breach Source: 2016 Verizon Data Breach Source: TeleSign 2016 Consumer
Investigations Report Investigations Report Account Security Report



Security Spend Isn’t Aligned with Risk
Worldwide Security Spend 2018

Infrastructure Protection

18%

Security Services

60%

* Network Security Equipment

12%

Consumer Security Software

5%
Identity Access Management

5%

Gartner Forecasts Worldwide Security Spending
Will Reach $96 Billion in 2018, Up 8 Percent from
2017, Egham, UK, December 7, 2017



Security Spend Isn’t Aligned with Risk

81% of Breaches Are Due to Weak or Stolen Credentials

Infrastructure Protection

18%

Security Services

° Network Security Equipment

60% 120

Consumer Security Software

5%
Identity Access Management

5%

Gartner Forecasts Worldwide Security Spending
Will Reach $96 Billion in 2018, Up 8 Percent from
2017, Egham, UK, December 7, 2017



The promise of the “Big Bang”

K-\/‘\
External
Applications

Magical
Identity

I I
- % [ I
Internal

Applications I

|







Identity Paradigm Shift?
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IDENTITY IDENTITY IDI?NTITY
is the lynchpin drives security defines the
experience



Centralize identity
and access control
via single sign-on

Ensure strong
authentication across
all services,
everywhere

Reduce your attack
surface through
automated
provisioning
and deprovisioning

Enable rapid response to
compromise

Enable visibility,
assurance and control
over API resources




Okta: one cloud service, connects to everything

okl:q, IDENTITY CLOUD
ﬁ- slack

CONCUR

. salesforce

B® Microsoft
AD Forest

R EEIIE No Infrastructure Needed
4--> Built-in Adaptive MFA
Built-in Lifecycle Management
Built-in Mobility Management
Pre-built integrations to over 5000 applications



Another Theory....

(or clever sales tactic)



Securlty OF the‘ Cloud

Se’fﬁ?ityi |




64.1%

of IaaS activity violations
were downloads

1,246

cloud services on average
in use at a company

54%

of DLP violations
occur in cloud
storage services



Users

Remote

»

On-Premises

Netskope Active Platform
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Automated
Workflows

Audit & Forensics

Contaxt

/ WA
App | actY

Incident
Mamt.

Encryption
Threat Protection

3rd Party
Integrations

Flexible Deployment Options

On-Prem

Hybrid

Cloud

APl
Introspection

-—>

SaaS | laaS | PaaS

Sanctioned or Unsanctioned
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CONTACT US

www.FocusPointTechnologies.com

Kathy.Washenberger@focuspointtechnologies.com

VISIT US S
1611 County Road B West

FocusPoint Technologies
Roseville, MN 55113

FACEBOOK LINKEDIN
www.facebook.com/FocusPointTech www.linkedin.com/FocusPointTech
TWITTER YOUTUBE

www.twitter.com/FocusPointTech “FocusPoint Technologies”
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