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Technology Evolves

Architecture and Security 
Go Hand-in-Hand

Threats Grow

Security is a BIG Deal



What’s Similar?

SaaS
Applications

Identity
Management

IoT
Connectivity

Access
Management

Cloud 
Applications



3
Demonstrate 
You Are 
Protected

1
Identify 
Exposure in 
These Areas

2
Processes/
Technologies 
to Control 
Risks





Cloud/SaaS

IoT

IAM

•Risks with vendor
•Reduced visibility
• Easier to access
•Availability 
•Data separation

•Account hijacking
•Unauthorized access
•Data loss protection
• Increased complexity
• Trust/federation risks

• Lack of control
• Insufficient Due Diligence
• Security is not a priority
•Many points of entry





“Blinky Things” 
to Control Risk

CASB MFA Automation Monitoring
Integration 

(APIs)



Provisioning/
Deprovisioning

Compliance 
Audits

Vendor 
Security 
Reviews

Data 
Inventories

Governance:
Data and 
Identity

Architectural 
Standards





The New Perimeter Against Attack





1.4B
Data Records
Compromised

91%
of phishing attacks 
target credentials

73%
of passwords 
are duplicates

81%
of data breaches involve 
stolen/weak credentials

Source: 2017 Verizon Data Breach 
Investigations Report

Source: 2016 Verizon Data Breach 
Investigations Report

Source: TeleSign 2016 Consumer 
Account Security Report



Gartner Forecasts Worldwide Security Spending 
Will Reach $96 Billion in 2018, Up 8 Percent from 
2017, Egham, UK, December 7, 2017

Security Services

60%

Infrastructure Protection

18%

Network Security Equipment

12%

Consumer Security Software

5%
Identity Access Management

5%

Worldwide Security Spend 2018



81% of Breaches Are Due to Weak or Stolen Credentials

Identity Access Management

5%
Gartner Forecasts Worldwide Security Spending 
Will Reach $96 Billion in 2018, Up 8 Percent from 
2017, Egham, UK, December 7, 2017



HR

Magical
Identity 

Tool

Internal 
Applications

External 
Applications





IDENTITY
defines the 
experience

IDENTITY
drives security

IDENTITY
is the lynchpin

Identity Paradigm Shift?



An Approach…….

1
9

Centralize identity 
and access control 
via single sign-on

1

Ensure strong 
authentication across 

all services, 
everywhere

2

Reduce your attack 
surface through 

automated 
provisioning 

and deprovisioning

3

Enable visibility, 
assurance and control 

over API resources

4

Enable rapid response to 
compromise









1,246
cloud services on average 

in use at a company

92.7%
of cloud services 

contain risks

54%
of DLP violations 
occur in cloud 

storage services

64.1%
of IaaS activity violations 

were downloads
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